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ITRON (ITRI) AT A GLANCE

ÁWorldwide provider of:
> Smart Meters for Electric, Gas and Water Meters

> Communication Systems

ïAutomated Meter Reading (AMR) Systems
ïAdvanced Metering Infrastructure (AMI) Solutions
ïSmart Grid Communication Networks

> Utility and Energy Management Software Solutions
ïMeter Data Management & Demand Response
ïWeb-enabled Customer Care Energy, Cost, and Rate Analysis
ïRevenue Assurance
ïLoad Forecasting and Load Research

Á2009 Revenues > $2 Billion
ÁEmployees Worldwide > 8,500
ÁOperations and Manufacturing in over 60 Countries
ÁCustomers Worldwide > 8,000 in 130 countries
Á 70 Million +  automated  (AMR) G/E/W meters in No America
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Offering End-to-End Solutions



© 2009, Itron Inc.

Smart Grid AMI Deployments

14 Million Electric and Gas Smart Meters

ÁCenterPointEnergy (TX) ~ 3 million Smart Electric Meters

ÁDTE Energy (MI) ~ 3.3 million Smart Meters (E &G)

ÁSan Diego Gas & Electric (CA) ~ 2.3 Smart Meters (E&G)

ÁSouthern California Edison (CA) ~ 5.3 Smart Electric Meters

ÁOver 40 million Smart Meters are being deployed in North 
America 

> Texas / California / Ontario lead the way

ÁThe US DOE has awarded over $4 Billion in stimulus funding 
for Smart Grid initiatives

> Local awardees include: PECO, PHI, First Energy
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PA Act 129: Objective ïReduce both Energy & Demand

ÁSmart meter at every new site

ÁSmart meter available to all upon request (for a charge)

ÁAll smart meters within 15 years

ÁOpen Issues (to name a few)
1. Energy Efficiency - Includes Load Control?

ï Verifiable 

ï Timeliness

ï Customer Specific

2. Time Based Rates ïWhat are the rates & how dynamic?

3. Demand Response -

Å Dynamic Programs

Å Customer Participation (Opt In / Opt Out)

4. Who are the program operators?

Å Who interacts with and supports the consumer?
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What Defines a Smart Meter?

ÁRemote firmware upgrade

> Register, Communications, HAN

ÁRemote Configuration

ÁSecurity down to the metrology

Á Integrated HAN support

ÁComplex calculations in the register

ÁProcessor  and memory to support future applications

ÁSupports complex communications protocols efficiently

Á Integrated service connect / disconnect switch with 

configurable load limiting capability



© 2009, Itron Inc.

ά¢ƘŜ {ƳŀǊǘ DǊƛŘέ
7 Key Characteristics Defined*:

1. Enabling informed participation by 
customers

2. Enabling new products, services and 
markets

3. Optimizing asset utilization and operating 
efficiently

4. Providing the power quality for the range 
of needs in the 21st century

5. Operating resiliently against physical and 
cyber attacks and natural disasters

6. Accommodating all generation and 
storage options

7. Addressing disturbances-automated 
prevention, containment and restoration

* National Smart Grid Workshop, June 2008
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Customer participation 

in managing energy 

usage and conservation

The Smart Energy Economy

Mission critical 

operations for reliable 

and flexible energy 

delivery

Diversity of supply to 

achieve energy 

independence

Smart Grid: AMI Metering

Smart Utility

Smart Grid

Data

Information

Knowledge

Action

Smart Customer

Smart Home

Data

Information

Knowledge

Action

If you donôt know what is going on, you canôt manage it
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Smart(er) Grid:Working Definition

A secure infrastructure of applications, sensors, and controls
that provides analytics and actionable information 

using automation and communication 
through embedded technologies, standards and systems 
to enable stakeholders to realize reliable, affordable and 

environmentally responsible energy and water.

Three objectives towards a Smart(er) Energy Economy:
1. Customer participation in managing consumption and conservation

2. Mission critical operations for reliable and flexible delivery

3. Diversity of supply to achieve energy independence
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ÁA multi-ǘƛŜǊŜŘ άbŜǘǿƻǊƪ hŦ bŜǘǿƻǊƪǎέ ƛƴǘŜǊŀŎǘƛƴƎ ǘƻ ǇǊƻǾƛŘŜ 
appropriate communications to many application and data 
requirements (Just like telecoms & data networks supporting the internet)

> Backhaul Wide Area Network (WAN)
> Access for Regional Area Network (RAN)
> Reach through neighborhood Local Area Network (LAN)
> Personalized for Home Area Network (HAN)

ÁKey considerations for each layer are:
> Availability & Reliability
> Latency & Throughput
> Cost & Longevity

Smart Grid Communications
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Revenue Cycle Services: Meter-To-Cash

Customer Operations: Field Operations

Advanced Metering & Rates: TOU / Demand

Meter Data Management: Enterprise Data Mart

Complex Metering: CPP / PTR / RTP

Smart Metering: Dynamic Rates & Communications

Home Energy Management: Demand Response

Outage & Restoration Reporting

Asset Monitoring & Management (Basic DA)

Distribution Management Systems (DMS)

Workforce and Asset Management & Optimization

Self Healing Delivery Systems (Peer-To-Peer)

Substation Automation

Supervisory Command And Control (SCADA)

Regional Interaction (ISO/RTO)

PHEV (V2G)

Distributed Generation including Renewable Energy

Regional Interaction (ISO/RTO)

Smart Grid Applications
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Smart Grid Challenge

ÁWhat we do is hard, but not all that 
difficult;  the waywe need to do it is:
1.Environmentally Ruggedized
ωThe same technologies from FL to AK
ωάField Hardened to Military Specificationέ

2.Easily deployed and maintained 
ωLow to no O&M -άLights Out Operationέ

3.Low Cost / High Quality
ωUseful life of 20 ς30 yrs
ωAnnual failure rates of less that .03% 
ωάWǳǎǘƛŦƛŜŘ ƻƴ ǘƻŘŀȅΩǎ ƘŀǊŘ ŎƻǎǘǎΣ ƴƻǘ ǘƘŜ ǿŀȅ ǿŜ 
ƳƛƎƘǘ Řƻ ōǳǎƛƴŜǎǎ ǘƻƳƻǊǊƻǿέ

4.Future Proofed
ωCapable of doing what has not yet been thought of
ωά5ƻƴΩǘ ǎǘǊŀƴŘ ǘƘŜ ƛƴǾŜǎǘƳŜƴǘ ǿƘŜƴ ǘƘŜ ōǳǎƛƴŜǎǎ 

model changesέ

5.Low to no Risk 
ωIncapable of forward investment 
ωάUsed & Usefulέ
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Á Interoperability and transportability are key
> No single vendor can deliver entire solution
> Promote innovative ecosystem of applications not yet envisioned
> 9ƴǎǳǊŜǎ ǎƛƳǇƭƛŦƛŜŘ άǘŜŎƘƴƻƭƻƎȅ ǊŜŦǊŜǎƘέΣ ǳǇƎǊŀŘŜǎ ŀƴŘ ŜȄǇŀƴǎƛƻƴ

ÁConnectivity ANDCommunications

Open Standards

The Internet Protocol Suite (ñIPò)

Layer Function Examples

4. Application Network process to application
HTTP, DNP3.0, 

C12.22

3. Transport
End-to-end connections and 

reliability
TCP, UDP

2. Internet
Path determination and logical 

addressing
IP

1. Link
Methods that link between 

adjacent network nodes

Ethernet (MAC & 

LLC)
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Open standards and multipurpose 
communication technologies are not 

without their challenges
ÅSecurity
ïAt network, application and message levels

ïAuthentication  / Authorization / Availability 

ïNon-Repudiation / Confidentiality /  Integrity

> Network Management

ωScalability

ωPrioritization

The industry is aware of these concerns 
and working diligently to address in 

concert with deployments
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Policy Challenges
ÁCan we get consumers to modify their behavior?

> Properly assessed rates that truly reflect the cost of energy

ÁHow do we properly allocate and manage risk?
> This is not just about implementation!

> Useful Life ςwhat should it be?

- Accelerated Depreciation for current assets?

> !ǊŜ ǿŜ ƳŀƪƛƴƎ άǇǊǳŘŜƴǘέ ƛƴǾŜǎǘƳŜƴǘǎΚ

- ¢ƻ ǿƘŀǘ ŘŜƎǊŜŜ ǎƘƻǳƭŘ ǿŜ άŦƻǊǿŀǊŘ ƛƴǾŜǎǘέΚ  ¦ǎŜŘ ŀƴŘ ¦ǎŜŦǳƭΚ

- How do we incent investment? Decoupled Rates?

ÁStandards ςWhat role do they play? Do we mandate?

ÁTo what degree is this a state, regional or federal issue?
> How does this align with federal reduction of carbon impact?

ÁWhat is the right market model?
> Is it a different problem then telecom? The internet?

> Is competition appropriate? How can it be used effectively?

PolicyChallenges
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Public / Private Wide Area Network (Broadband)
Cellular - Fiber ςBPL

TStat

Display

HANHVAC

Gas

SCADA / DMS

DMSSCADA OMS

OpenWay
PLC LAN

HANHAN

Bridge

OpenWay
RFLAN

όҗ мроY.Ǉǎύ

HAN

Relay

NIC

Collection 
Engine

IEE
MDMS

Security 
Appliances

AMI / DR

DRMS

Point of Presence Router or Switch

Enterprise Service Bus / Core Backbone Network

HAN

Network Control

Network Management

Regional Area Network (RAN) όҗ мa.Ǉǎύ
WiMaxςWiFiςPrivate RF

Smart Grid: Architecture
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Technology Considerations

Measurement Sensors Controls Command & 

Control

Availability Low Low Medium High

Reliability Low Low Medium High

Latency Low Medium Medium High

Throughput Low Low Low High

Cost High High Medium Low

Longevity High High Medium Low

17

For a typical Midwestern utility with 1.5 million meters

Å300K additional ñSmart Gridò devices to be automated

Å270K of these fell into things that could potentially be supported on the RF LAN

Å30K required low latency/high bandwidth RAN/FAN connectivity 

AMR

AMI / DR / OMS Class 2 DA Class 1 DA

SCADA



© 2009, Itron Inc.

Home-Area Networking (HAN)

Á Interoperable using ZigBee
Smart Energy Profile

ÁCustomer education through 
interactive data presentation

ÁConservation through home 
automation and smart 
appliances

ÁDemand response for customer 
participation in peak-load 
reduction

ÁSupport for new services such 
as prepayment

In-Home
Display

Thermostat

Gas 
Meter

Home 
Gateway

OpenWay® CENTRON®

Smart 
Appliances
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OpenWay®

CENTRON®

Thermostat

Air Conditioner

Upstream
Communications

C12.19 Data
C12.22 Protocol

STEP 1
Electric meter 

receives a load 
control message 
and immediately 
sends it over the 
ZigBeenetwork.

1

STEP 2
Thermostat receives the

load control message and
immediately performs the
instructions, or schedules

the events. 

2

STEP 3
Air conditioner settings

are adjusted via the
thermostat, or itõs 

simply turned on or off. 

3

STEP 4
Electric meter 

passes
status or 

confirmation up
to the load 

management
system.

4

Demand Response
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Security Philosophy

ÁConfidentiality

ÁIntegrity

ÁAvailability 

ÁAuthorization 

ÁIdentification & Authentication

ÁAccess Control & Intrusion detection

ÁNon-repudiation
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Security Appliances
Á Signing and Encryption Server (SES) Appliance

> Signs (ECC) and encrypts (AES) downstream messages
> Ensures message confidentiality and non-repudiation
> Designed to scale to 10 million meters - sign and encrypt 200 

operations per second 

Á Decryption and Key Update Server (DKUS) Appliance
> Decrypts (AES) upstream messages sent from the meter
> Manages key rollovers
> Designed to scale to 10 million meters ςdecrypts 24,000 messages per 

second 

Á Security Event Manager (SEM)
> Logs event data from meters, cell relays, and collection engine 
> Filters for Itron designed interesting events



James Whitfield
R/D Director, OpenWay

Itron Inc.

Product Development
Product Testing
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Outline
ÁProduct Development

> Common Development Process (CDP) Overview

> CDP Stage Descriptions / Deliverables

> Windchill

ÁProduct Testing

> Common Development Process (CDP) Overview

> CDP Stage Descriptions / Deliverables

> Windchill

> indchill

23
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Common Development Process
ÁA 5-Phase process that provides a consistent method of product 

development. It consists of:
> Phases: Define the logical divisions of a project and consist of

1. Concept - Identifies & Evaluates a new Market Opportunity

2. Feasibility - Details the Requirements & Checks the Feasibility

3. Development - Implements & Verifies the Design of the new product

4. Validation - Tests and Validates the Implementation

5. Production - Transfers the new product into Production & Sustaining

> PAC Reviews: Separate the Phases and give proper authority to proceed

> Documented Deliverables: 

ω Everything needed to define, design, develop, verify & validate

ω Everything needed to communicatedesigns, processes, and configurations
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ÁPhase 1: Concept ςProject Vision
> Outlines the scope and key factors of the project

> Approval in WindChillkicks off the folder creation and team defaults

ÁPhase 2: Feasibility - Exactly what to develop and how to 
manage the rest of the project
> Market Feasibility & Business Case Review

> Detailed Requirements Definition

> Schedule and Project Planning, Deliverable review

> Risk Assessment and Mitigation Planning

> System & Functional Definition & Design Alternatives

> Preliminary Design Reviews

> Critical Testing to mitigate High Risk areas

26
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ÁPhase 3: Development - create detailed designs for 
hardware, firmware and/or software & verify the design
> Document Detailed Specifications & Designs
> Perform Design Reviews and Early Testing to verify the pieces have 

met the requirements
> Integrate Hardware and Software Planning
> Begin Manufacturing Planning
> Begin Publications, Training, Marketing & Operations prep

ÁPhase 4: Validation - validate the new product or system 
meets the functional specification
> Alpha hardware builds to evaluate manufacturability

ωAlpha Testing is done to exercise the product as the customer will see it

> Qualification builds exercise the manufacturing processes to test 
exactly what will come out of production
ωQualtesting certifies the product passes all standards requirements

> Beta builds and testing give certain customers a chance to bench test 
the new product

27
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Software Development Life Cycle
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Sustaining Development Life Cycle
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Á Phase 5: Production - hand the product over to 
Manufacturing and Sustaining for full release
> The hardware list of drawings or assembly drawings released

> The actual firmware bin file(s) for production

> The software image and executables

> Any other pertinent information that may reflect or instruct according 
to the parameters of the release

ÁRelease to Product Authorization

ÁRelease to Commercial Authorization

30
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SQA Team Test Scope

SR Test Verification

ÅFunctionality

ÅScalability

ÅReliability

SR Patches

ÅRegress individual and or 
aggregate patches

ÅInsure maintenance integrity 

R&D

ÅLeverage resources to unit 
test key technology/feature 
enhancements

Sustaining

ÅMaintain scaled down test 
beds dedicated to SR and or 
customer specific versions

Test Team
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QA Progression

Unit Test Complete

ÅUnit Test plan 
completed

ÅFormal 
milestone 

ÅIndividual Sites

QA

ÅFunctionality

ÅNegative 

ÅSmall scale

ÅFeature 
characterization 
by design

ÅRaleigh

Pre-Solution 
Integration

ÅScaled down 
version of a 
complete system

ÅVerify candidate 
images for 7 
days to ensure 
stability

Solution Testing

ÅFull end to end 
OpenWay 
solution 
verification

ÅTest  
methodology 
based on 
existing and 
targeted 
customer use 
cases

30 people working on SQA
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OpenWay System Testing Components
ÁCentronMeter

ÁCell Relay

ÁCollection Engine

ÁItron Enterprise Edition

ÁOW Reporting System

ÁOpenWayControl

ÁField Pro 

ÁSecurity Applicances

ÁNecessary OpenWayTools

> AMI ServiceTest

> Table Playback

> Simulator

> Tables Test Bench

> Variety Internal Apps

ÁHAN Devices

> Gas Modules

> IHD 

> Tstat

> DCU



© 2009, Itron Inc.

OpenWay Systems Test

ÁRaleigh Lab

> 450 Meters

> 30 Cell Relays

ωGPRS/Ethernet/PMCR

> Laptop / Workstation CE

> Compute Systems

ω6 Blade Centers 

ï60 OpenWayServers

ï8 DB Servers

ω46 1U HP Servers

ω4 TB Data Storage  (SAN)

ÁOconee Lab

> 5000 Meters

ω1800 HW 2.0

> Deployed Various Terrain/

Building Materials

> 10 Cell Relays

ωGPRS / Ethernet

> Remote Access

Represents 11,524 Test Cases = 7.5 MY / Release
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Increasing Quality with Automatic Tools

ÁAutomated Tests that run on 
every build:

> Microsoft Certify

ω1,000+ UI tests

> Data Base Upgrades

ωSchema (No Data)

ωClean Data

> Data Integration

ωFixed Network

ωOpen Way

ωThird Party

ÁData Simulators

> TIM Test

> OW Simulators

> Data Squid 

ÁOther Tools:

> IBM Rational AppScan

ÅSecurity tests

> SOAPSonar

ÅWeb Services/SOA

> AppSight

ÅTroubleshooting



© 2009, Itron Inc. 36

Automated Test Coverage  
Á General Application

> Start/Stop

> Disconnect/Reconnect

> Interactive Graph

> Security

> User Interface

> Versioning

> Web Services

Á Aggregation

Á Configuration 
> New and Modify Configurations

> Meter Swap w/ Reports and Exports

Á UCE
> Formula Builder

Á Data Import
> XML

Á Data Export 
> Lodestar/Lodestar/Enhanced

> Mainframe

> Spreadsheet

> XML

Á Reports
> Engineering Units

> IDA

> KVA

> MID

> NCP

Á VEE
> Validation

> California Estimation

Á IEE Applications
> Customer Care

> RPS 
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Weekly Quality Metrics Reporting

IEE Banff Project Dev Mgr

Detailed Requirements 

%Complete

Technical Design 

% Complete

Implementation 

% Complete

Test Plan 

% Complete

Test Passed 

% Complete

SCE ABE Presentment Greg Miller 100 100 100 100 100

SCE PBC Security Greg Miller 100 100 100 100 100

MDM Use on Inactive Premise Carol Tang 100 100 100 100 100

Web Water CC reports Carol Tang 100 100 100 100 99

MMCC Sub-hourly Carol Tang 100 100 100 100 100

Rate Assignment Temp UI changes Carol Tang 100 100 100 100 100

SCE Web Services Affinity Fix Carol Tang 100 100 100 0 100

7.0 SP3 Manual Regression Tests

ABE Greg Miller 100 100 100 100 100

ARI on Oracle Greg Miller 100 100 100 100 99*

ARI on SQL Server Greg Miller 100 100 100 100 65*

OW Two Way Controls Carol Tang 100 100 100 100 80*

Gap Fill Greg Miller 100 100 100 100 100*

Rate Modeler Carol Tang 100 100 100 100 100

Billing Validation Greg Miller 100 100 100 100 100

Reading Validation Greg Miller 100 100 100 100 100

Web Services Carol Tang 100 100 100 100 100

C&I Data Driven Cycles Performance Paul Odulio 100 100 100 100 5

MMCC Carol Tang 100 100 100 100 100

Demand Response Carol Tang 100 100 100 100 100

Service Mode Greg Miller 100 100 100 100 85

C&I Aggregation Greg Miller 100 100 0

Auditing Greg Miller 100 100 0

C&I Re- Export Greg Miller 100 100 0

Mass Market 4 Corners Greg Miller 100 100 5

7.0 SP3 ART and CQ Tests

MDM Oracle ART Cory Bryan 100 100 100 100 77

MDM SQL Server 2005 & 2008 ART Cory Bryan 100 100 100 100 77

MMCC Oracle and SQL 2005 ART Cory Bryan 100 100 100 100 95

CC Oracle ART Cory Bryan 100 100 100 100 98

CC SQL Server 2005 &2008 ART Cory Bryan 100 100 100 100 98

CQs (Non Requirement CQs) All NA NA 97* NA 84*
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Defect Metrics
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Defect Trend over Time
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Open CQs Trend


